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Purpose of My Talk

Explain the concepts, importance and
challenges of information security &
risk management

Point out some of the recent research
that relates to the economic aspects of
Information security

Give some recommendations



CONCEPTS & IMPORTANCE



"60% websites bevat ernstig
beveiligingslek"

20-05-2009

Volgens een Amerikaans
beveiligingsbedrijf dat zo'n duizen
websites onderzocht, bevat ruim 6
de sites tenminste één ernstig
beveiligingslek.....

3usiness = IT
7

| e
Fraude als gevolg van crisis neemt toe
Geplaatst op 27-05-2009
Het aantal fraudegevallen zal de komende
jaren, als gevolg van de economische
crisis, toenemen. Daardoor neemt de druk
op het topmanagement in combinatie met
spanning op de interne
beheersingsmaatregelen door ontslagen
toe.




[Economic COStS



Funding: different views

Do we spend enough on
information security? Are

we prepared for these
threats that I'm reading
about?

We haven't had any
security breaches, so we
must be spending enough
on information security.




[What IS Information security? ]

Information security protects assets from a
wide range of threats in order to ensure
business continuity, minimize business risk,
and maximize (return on investment) and
business opportunities (ISO/IEC 17799).



What Is Information Security?

ISO 17799 defines information security as the
preservation of:

Confidentiality

Ensuring that information is accessible only to those authorized to
have access.

Integrity

Safeguarding the accuracy and completeness of information and
processing methods.

Availability

Ensured that authorized users have access to information and
associated assets when required.
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Information Asset Value

The most common approach for a project of
iInformation security controls is the economic
feasibility of implementation

Begins by evaluating the worth of the information
assets to be protected and the loss in value if those
Information assets are compromised

It is only common sense that an organization should
not spend more to protect an asset than it is worth



Organizational roles and
[responsibilities

Every actor has a role:
Executive management
Security professionals
Oowners
Auditors
Users



Security budget

Investment in security seems fairly consistent
around the world. The CSI Survey (Richardson,
2008) showed that 53 percent (n= 518 respondents)
said that their organizations allocated an average of
between 1% to 5% of their IT budget on
iInformation security.

According to Gartner, 3-6% is acknowledged as the
minimum reasonable level.



Linking Information Security to ]
[Risk Management

Risk management Is the total process
to identify, control and minimize the
Impact of adverse events.

Information security breaches ar clearly
form of adverse events

Information security is, therefore, a risk
management discipline

Thus, Information Security should follow
a risk management process



INFORMATION SECURITY
CHALLENGES



[Challenges

Security scope
Funding (View)
Data

Approach (Maturity)



Security scope: From technical ]
[ organizational

In many organizations, IT is viewed as the driver, owner,
and benefactor of information security



Security Scope

Organizations can no longer be effective in
managing information security from a technical
perspective only

The objects and activities of information security
must be in line with the organization’s business
objectives and the requirements imposed by them

Business management must take charge of this,
provide visible support and show real commitment

In practical terms, this commitment involves
allocating necessary funding to information security
work and responding without delay to new
situations



Security Scope

Security as Business Partnership

You can’t do security program to an organization
or for an organization, only with organization

The more the management team understands
and accepts accountability for frisks, the more
their commitment to security will improve.

Communication in the same language is essential.



[Funding: cost centre

Security is a cost centre



[Funding

Treat information security as
Investment or profit centre.

Treat security investment decisions
like any other capital investment.



Funding: communication gap

The information security officer Is
talking about security in IT terms
rather than business terms.

So the business manger
does not understand
security’s importance

The business managetr,
meanwhile, is using terms that
the security officer does not
understand



Communication gap

At companies where business manager and
security managers communicate well, both parties
understand the impact of information systems
vulnerabilities on the core business process that
enable to achieve its goals.

They ar both speaking the same language



Communication gap

Education Is a two-way streest

Business managers learn to understand how IT assets
affect information flows, business processes and the
overall business mission

Security and IT managers learn to understand the
business processes and how they are enabled (or put by
risk) by technology



[Data

Insurrance organizations use actuarial
tables to determine risk, but actuarial
tables don’t exist for information
security risks. Useful data Is avallable
on human mortality rates and the
likelihood of auto accidents.



[Benchmarking

The biggest problem with benchmarking in
Information security is that organizations don’t
talk to each other

Some reasons for not sharing information:
Loss of reputation;
Risk of liability and insemination claims;
Negative effects on financial markets;
Signal of weakness to adversaries;



Information Sharing Platform

Anonymous information sharing might be solution

Information Security Analysis Centre (ISAC)
(e.g. see Nowey & Federrath, 2007)



Approach

Nonexistent Initial Repeatable Defined Managed Optimised
Legend for Symbols Used Legend for Rankings Used
* Enterprise current status 0 - Management processes are not applied at all.
‘ _ o 1 - Processes aad hocand disorganised.
International standard guidelines 2 - Processes follow a regular pattern.
: 3 - Processes are documented and communicated.
a Industry best practice :
4 - Processes are monitored and measured.

* Enterprise strategy 5 - Best practices are followed and automated.



[Why Metrics?

“Security experts can't measure their
success without security metrics, and
what can't be measured can't be
effectively managed.”



[Why do we care: Example

Manager asks, “Are we
secure?”

Without metrics .
“Well that depends on how
you look at it.”

With metrics .

“No doubt about it. Look at
our risk score before we
Implemented that security
project.”




[Why do we care: Example

Manager asks: “Have the changes that we
Implemented improved our security
posture?”

Without metrics
“Sure. They must have, right?”

With metrics

“Absolutely. Look at our risk score before we
made the recommended changes, and now
It's down x points.”



[Why Metrics?

How secure am 1?
Am | better than this time last year?

Am | spending the right amount of
money?

How do | compare to my industry peers
(senior management’s favorite
guestion)?



[Why metrics?

So what are the objectives of measuring security?
To show ongoing improvement;
To show compliance;
To justify any future expenditure;

To identify where implemented controls are not effective In
meeting their objectives;

To provide confidence to senior management and
stakeholders that implemented controls are effective.



What are your top three drivers far
measuring information security?

Justification for security _ 63%

spending
Regulations [N 51%
Loss of reputation_ 37%
Better stewardship [N 2604 Base: 40 CISOs and
senior security
Report progress to business [ 23% managers

Manage risk - 11%

Source : “Measuring Information Security Through Metrics And Reporting”, Forrester
Research, Inc., May 2006”

33



ECONOMICS



[Questions. .

How much to invest?
Do | spend enough on security?
Do | spend too much on security?

Am | efficient and effective in my
spending?



[Economics

“Economics” Is the study of how
scarce resources are allocated among
competing uses.

Scarcity Is the condition of not having

enough of something to provide for all
that Is wanted.



[Cost-benefit

Cost-benefit analysis compares the
costs of an activity to the benefits of
that activity, thereby focusing attention
on the process of efficiently allocating
scarce resources among competing
activities



[Cost (C) vs. Benefit (B)

Requires cost of
activity compared with
the benefit:

Cost > Benefit?
Cost < Benefit?
Cost = Benefit? &




[Cost savings

The benefits associated with
Information security activities are
derived from the cost savings that
result from preventing security
breaches.



[Cost (C) vs. Benefit (B)

Assume

B and C can be assessed for different level of
cyber security activities

Organization’s goals should be
Implement security procedures up to the point
where (B-C) Is maximum
Net benefit beyond that maximum point is
negative



How much should organizations to
[invest on information security?

A starting point for deciding how much
to invest on information security Is to
consider the potential benefits from
such investments.



Optimal security level

Cost

Optimal level
of information security
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Cost of security controls

Information security level

Potential cost of loss
due to security breaches



Optimal security level

Total cost (C)

Total Benefit (B)
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How much to spend?

Economists Lawrence Gordon
and Martin Loeb of the
University of Maryland have
done studies that showed
security investments are only
worthwhileif the cost is 35
percent or less of the expected
gain.

However, it's important to note
that Gordon And Loeb’s
standard is only a rule of
thumb and may vary according
tot the business environment.

Thus, if the NPV of our
security program is
€200,000,We probably

shouldn’t spend more than

€74,000 in today’s euros
on the program.




Example of how much to
Invest
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Application of the one-third
[rule

One-third of 7.500.000 (expected loss
without investment) = 2.500.000

Thus the optimal investment would not
exceed 2.500.000.

The recommendation to invest 1.950.000
for the example given is consistent with
this rule



Some methods

Return on investment (ROI)

Gemiddelde opbrengst gedeeld door het geinvesteerde
bedrag

Net Present Value (NPV)

Berekent de contante waarde van de cashflow inclusief
het oorspronkelijke investeringsbedrag

Internal rate of return (IRR)

Geeft aan bij welke hoogte van de dicontovoet de NPV
voor het project gelik aan O

Payback

Berekent de terugverdientijd: in hoeveel tijd wordt een
Investering terugverdiend?



[Benefit estimation

(Source: EI Aoufi, 2009)



Benefit estimation: definitions

The expected loss of a failure associated with an exposure can be
measured by the product of the probability that the failure occurs and
the impact (amount of damage) incurred when this failure does occur

The effectiveness of a security control is a performance measure
determining the extent to which this control can reduce the
occurrence of exposures.

The expected benefit of a security control is the extent to which the
effectiveness of this control reduces the expected loss (expressed in
Euros) due to security failure(s). In mathematics, the expected
benefit is the product of the expected loss from a failure and the
effectiveness of that security control.



Steps to select optimal set of
security controls

Step Activity

1 Determine all possible combinations of different avd@éabecurity
controls

N

Compute the expecte loss due to the exposure by estimating the
effectiveness of each security control against every piaiehreat

Compute the benefit of each security control

Compute the benefit of each set of security controls

Compute the expected loss for each set of security centrol

Compute the cost of each set of security controls

Compute the total expected cost for each set of secunilyas

Compute the cost-benefits ratio (CBR) of each set of sgarontrols

©|o|~|o o] |w

Select the optimal set of security controls

(See El Aoufi, 2009)



Expected Loss

Given a potential threat Tj , its probability of occurrence P(Tj) and the
Impact I it incurs, the expected loss Lj can be computed as follows:

L =P(T))>1



Security Control Benefit

The expected benefit bi is the product of the expected loss Lj from a
failure and the effectiveness fij of that security control sci:

b = Lj>fij

|
j —



Expected Loss Security
[Control

The expected losses left uncontrolled by the security
control:

Lk — LJ >(1' f”)

=1 =1



Results

Security control | Benefit of | Total Cost of each | Total Benefit-cost
set security expected |set of security expected costratio BCR,
control set |loss L controls G | TC,
Bk
s,=[nocontrol] | €0 €1.200.000 €0 €1.200.000 O
S, = [sc] € 651.750 €548.250 | €11.000 € 559.250%  59,25**
S; = [sc)] € 488.400 €712.500 | € 28.000 € 740.500 17,14
s, = [sc + sG) €1.140.150 | €1.260.750 € 38.000 €1.298.750 30,00

* = minimum of total expected costs, ** = maximum of BCR ratio



[I\/Iust-do Projects

Some security projects are required by
law and hence must be done

Irrespective of IRR/NVP

Example

SOX compliance requirements

Safeguards must be in place against
accounting errors and other illegal financial
activities



Context, Content, Process

Information security

Business
Growth

concerns

On-going Risk
Management
Regulatory
Compliance

Safety
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RECOMMENDATIONS



Some recommendations

Determine at which information security maturity
level the organization wants to arrive, and how that
level can be reached.
Metrics for information security should be defined,
measured, collected and communicated
Involve business management in information
security.

Information security should not be viewed as an IT issue
only, but as an integral part of the organization.

Treat information security as a investment or profit
centre instead of cost centre.



Selling information security to
[upper management

Get involved

Information security Is involved in every
aspect of the business, you should be

too.
Understand the business.



Selling information security to
[upper management

Speak on their level

Develop a clear message based on what
they need to hear.

Show results of a risk assessment

Give them hard facts on information
threats



Selling information security to
[upper management

Show value and prove results

Show what losses have cost other
organizations

Managers must understand the business
Impact of information threats and the
Implications involved If systems are not
secured

Perform adequate risk analysis
Make a good business case
Highlight significant trends



MANAGEMENT MYTHS ON
INFORMATION SECURITY



[I\/Ianagement myths

Organizations should secure all
Information assets as much as
possible

Information security must be the
responsibility of IT to be effective

Increase security spending results in
greater information security



More information about the
[subject’?
A book about the Economics of

Information Security will be published
by Van Haren Publishing



Economics — not technology — determines what security technologies get used
(Bruce Schneier)



